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I. PII times browser equals security gap? Chrome and 
Edge transmit personal data to Google and 
Microsoft 

PII here does not refer to the Greek letter famously denoting the number 3.14...; rather, it is 

the acronym for personally identifiable information, such as first name, surname, date of birth, 

social security or health insurance number, contact and bank details or even passwords. In 

short, anything that is entered into website form fields – and which is also captured and 

checked by the spell-checking function.  

These spell checkers are activated in Google’s Chrome and Microsoft’s Edge browser by 

default. And they are largely harmless. But this changes drastically when the enhanced spell-

checking functions from Chrome and Microsoft’s Edge Editor are activated. This is not activated 

by default and has to be switched on manually. Once activated, the spell checkers quickly 

become spell jackers, i.e. virtual pickpockets that not only check this data, but also transmit it 

directly to the two big tech companies. And this happens whenever it is entered into form 

fields of these browsers or used to log into a website from one of the two browsers.  
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This was reported by security company otto-js, who noticed this gap in September. According 

to investigations by otto-js, 96.7% of all PII was sent to Google or Microsoft third-party servers. 

According to otto-js, the fact that ‘only’ 73% of all passwords entered had been sent to the big 

tech servers is due to users having to use the ‘Show Password’ function and this function just 

not being available on some pages. 

In the meantime, Google has responded and assured darkreading.com that while ‘sensitive 

data is transmitted, this is anonymised by Google, not linked to user identities and is only 

processed temporarily.’ They are working on explicitly excluding passwords from spell checking 

in order to guarantee the data security of users. Microsoft has yet to make a statement, but in 

view of the growing number of bug reports and forum posts, such as those on github.com, it 

will have to confront the issue sooner or later.  

All details on the otto-js review including practical information on how companies and users 

can minimise the risk of this spell jacking can be found on the link to the otto-js website below. 

 

Read more: 
https://www.bleepingcomputer.com/news/security/google-microsoft-can-get-your-passwords-via-web-browsers-spellcheck 

https://t3n.de/news/sicherheitsluecke-rechtschreibpruefung-passwoerter-1499896 

https://www.otto-js.com/news/article/chrome-and-edge-enhanced-spellcheck-features-expose-pii-even-your-passwords 

https://www.darkreading.com/application-security/spellchecking-google-chrome-microsoft-edge-browsers-leaks-passwords 

https://github.com/MicrosoftEdge/WebView2Feedback/issues/2865  

II. Third appeal by the NCSC: another 2,800 
Microsoft Exchange servers at risk 

On 11 February 2022, the National Cyber Security Centre (NCSC) in Switzerland reported that 

an extremely high-risk security gap had been discovered in Microsoft Exchange servers. The 

NCSC called on all operators to close the gap with all patches available. 

On 16 May, the NCSC complained that many Exchange gaps had still not been closed and sent 

registered letters to more than 200 companies urging them to finally take the necessary action. 

Warnings about the vulnerabilities were also issued in SWITCH security reports and options on 

how to close them provided. 

On 18 November, the NCSC issued a warning for the third time this year that a new critical 

vulnerability had been discovered on Microsoft servers in the form of ‘ProxyNotShell’, which 

was already being exploited by cybercriminals. In an urgent appeal, the NCSC made reference 

to the fact that even two weeks after Microsoft provided a patch, it had still not been installed 

on 2,800 servers – despite awareness that cybercriminals are actively exploiting the gap. For 

this reason, the NCSC is repeating its appeal here: install a patch as soon as possible!  

https://www.bleepingcomputer.com/news/security/google-microsoft-can-get-your-passwords-via-web-browsers-spellcheck
https://t3n.de/news/sicherheitsluecke-rechtschreibpruefung-passwoerter-1499896
https://www.otto-js.com/news/article/chrome-and-edge-enhanced-spellcheck-features-expose-pii-even-your-passwords
https://www.darkreading.com/application-security/spellchecking-google-chrome-microsoft-edge-browsers-leaks-passwords
https://github.com/MicrosoftEdge/WebView2Feedback/issues/2865
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Read more:  
https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2022/schwachstelle-exchange-server.html  

https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2022/schwachstelle-exchange-server-5.html 

https://www.ncsc.admin.ch/ncsc/en/home/aktuell/im-fokus/2022/schwachstelle-proxynotshell.html  

III. Malware on the go: adware, harmful software and 
phishing in official app stores 

A report by security company Dr. Web Antivirus proves that cybercriminals are using all kinds 

of devices to get their hands on money and/or data. The company found an entire set of 

adware, malware and phishing apps in the Google Play Store, which have now been installed 

more than two million times. They are disguised as apps aimed at improving system 

performance or user experience or promising users a way to earn money. 

For example, bleepingcomputer.com reports that TubeBox – downloaded more than one 

million times – promises to give out money for watching videos and ads. And while the 

developers get a pay day from advert operators, the promised rewards for viewers do not pay 

off, for flimsy reasons. Other adware apps in disguise are ‘Bluetooth device auto connect’ (1m 

downloads), ‘Bluetooth & Wi-Fi & USB driver’ (100,000 downloads), ‘Volume, Music Equalizer’ 

(50,000 downloads) and ‘Fast Cleaner & Cooling Master’ (500 downloads). 

In most cases, they load adverts concealing additional malware. Or they misuse the infected 

devices as proxy servers in bot networks, as in the case of ‘Fast Cleaner’. Malvertising apps are 

also deceiving Russian users with fraudulent investment apps. They provide connections to 

Russian banks for withdrawing money. 

Various meta platforms have discovered more than 400 malicious apps in Apple’s App Store 

and in the Google Play Store. All with one goal: to seize Facebook login information and use it 

to exploit logins via Facebook. The apps are disguised as photo editors, business applications, 

phone utilities, games, VPNs and lifestyle apps. All 355 Android and 46 iOS apps have now been 

removed from the stores. 

 

Read more:  
https://www.bleepingcomputer.com/news/security/android-malware-apps-with-2-million-installs-spotted-on-google-play/ 

https://thehackernews.com/2022/10/facebook-detects-400-android-and-ios.html 
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IV. WhatsApp in the darknet? Almost half a billion 
telephone numbers up for sale and exploit 

The Meta Group itself is currently dealing with a security problem from a different dimension: 

more than 487 million phone numbers belonging to WhatsApp users from 84 countries were 

offered for sale on the darknet on 16 November 2022. The report comes from cybernews.com. 

32 million numbers from the USA would cost USD 7,000, 11 million UK numbers USD 2,500 and 

6 million German numbers USD 2,000. No information was provided on the 45 million 

WhatsApp numbers from Egypt. Nor on the 35 million from Italy, the 25 million from Saudi 

Arabia, the 20 million from France and Turkey respectively, and the 10 million from Russia, 

along with the 1.6 million numbers from Switzerland (the complete list can be found on the 

link to the cybernews website below). Meta is yet to make a statement on the incident. It is 

assumed that the sellers collected the data using scraping, with fears that they could be 

enriched by cybercriminals and used for attacks from sending spam to malware attacks. 

 

Read more:  
https://cybernews.com/news/whatsapp-data-leak 

https://www.srf.ch/news/whatsapp-leak-handynummern-werden-im-darknet-verkauft-das-muessen-sie-wissen 

V. Between ‘vast progress’ and ‘unprecedented risk’: 
the new online ID, EUid 

In view of the potential for misuse found in large databases, the latest news from digital Europe 

is perplexing: in summer 2021, the EU Commission presented their draft regulation for a 

Europe-wide, digital identity known as the EUid to the Council of Ministers. The latter has now 

published a statement on this. And anyone who was hoping that the more than 12-month 

interim period would do justice to the old saying ‘Good things take time’, may have their 

doubts after hearing the results made public. 

While the Council of Ministers have made a few proposed changes, it has not strayed from the 

principle of a lifelong, digital ID for all EU residents. And it has not brought any kind of feasible 

suggestions to the table on how to prevent an almost diary-like profile being formed. 

While the Council of Ministers speaks of ‘vast progress in the way people use their identity and 

identification cards in day-to-day contact with public and private institutions and how they use 

digital services’, data protection experts such as the epicenter.works association are warning 

about ‘unprecedented risks for privacy’. They are mainly criticising that the clear and 

permanent identification of the EUid makes every transaction by a user observable for the 

respective Member State, and companies and state bodies could use this to make far-reaching 

https://cybernews.com/news/whatsapp-data-leak
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profiles, while on the other hand, there are no kind of effective mechanisms for preventing or 

tracking cybercrime in the system.  

The EU Commission aims to have 80% of all EU residents using the system by 2030 and wants 

to make use of the system mandatory for online platforms, e-government services, banks, 

energy providers and public transport. It remains to be seen whether the upcoming discussion 

in the European Parliament will bring about any change to the matter. 

 

Read more:  
https://www.heise.de/news/EUid-EU-Rat-stimmt-fuer-Online-Ausweis-mit-eindeutigem-Personenkennzeichen-7368464.html 

https://www.heise.de/hintergrund/EUid-Das-sind-die-Plaene-fuer-eine-europaeische-digitale-Identitaet-6666724.html 

https://epicenter.works/content/eidas-20-beispiellose-risiken-fuer-die-privatsphaere 

https://www.egovernment.de/was-ist-die-europaeische-digitale-identitaet-euid-a-1072948 

VI. As long as it makes money, it’s fine: Amazon pays 
USD 2 premium to monitor traffic on customer 
smartphones 

The intro in the headline comes from a song by Lower Bavarian multi-instrument musician 

Haindling singing in local dialect. And it seems to be proving true. There is hardly any other 

way to explain why the Amazon offer, which can almost be described as brazen, seems to work. 

It offers American and British customers, chosen and explicitly invited by Amazon, USD 2 per 

month to allow the Amazon Shopper Panel to monitor traffic on their phone and use it for 

market research purposes. 

According to information from businessinsider.com, Amazon is not the first Internet giant to 

employ this method to secure market research data – but it is probably the most ambitious. 

In 2016, Facebook paid 13- to 25-year-old users a gift card worth USD 20 per month to install 

the VPN channel Facebook Research to allow Facebook to monitor the online activities of these 

people. 

Four years previously, Google offered users five-dollar Amazon gift cards (plus another one 

every three months) as part of its Screenwise programme if they installed an extension to the 

Chrome browser that recorded their Internet activities and transmitted it to Mountain View. 

The offer went further, from USD 100 as a starting premium and a further USD 20 per month 

for those who installed a router provided by Google that recorded their behaviour at home. 

Facebook and Google both ended the above programmes in 2019 due to privacy concerns. 
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Read more:  
https://www.businessinsider.com/amazon-offering-users-2-dollars-month-for-track-phone-data-2022-12?r=US&IR=T 

https://futurezone.at/digital-life/amazon-ad-verification-program-2-dollar-internetdaten-von-kunden/402250065 

https://www.theverge.com/2022/12/2/23490743/amazon-shopper-panel-vpn-ad-verification 

https://techcrunch.com/2019/01/29/facebook-project-

atlas/#:~:text=We%20investigated%2C%20and%20learned%20Facebook,Research%20VPN%20app%20in%202016 

https://arstechnica.com/gadgets/2012/02/google-paying-users-to-track-100-of-their-web-usage-via-little-black-box/ 

https://www.theverge.com/facebook/2019/1/30/18203349/facebook-research-app-apple-shutdown  

 

 

 

 

 

 

 

 

This SWITCH security report was written by Dieter Brecheis and Frank Herberg. 
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Report nor for the correctness thereof. 
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